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About me Χ

Paul Loonen
Co-founder of the winsec.becommunity

Architect at Avanade

Microsoft Certified Master ςWin2k8 Directory

MVP Identity Lifecycle Manager
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Agenda

Hyper-V Security Challenges

Hardening a Hyper-V Server

Protecting Hyper-V guests

Delegating Hyper-V virtual machine 
management

Best practices

Some resources
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VM Host

CRMSAP
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New technologies introduce new types of attacks

Guest OS {

Guest VMs can not see/detect threats in the VM host due 
to the virtualizingbehavior of the host.

This attack approach is similar, yet much more insidious, 
than the approach rootkits take to hide their presence.
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